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COURSE OVERVIEW

This guide presents the course content and learning activities for learners following the
training and assessment method. The course equips them with knowledge, skills and
attitudes to successfully perform the following competency elements (CE):

1. Describe Contemporary Terrorist Threats

2. ldentify Person-borne Threats

3. Identify Vehicle-borne Threats

4. Identify Object-based Threats

Assumed Skills and Knowledge
Learners are assumed to be able to:

1. Read, write and speak English at WPL Level 4
2. Manipulate numbers at WPN Level 4

3. Act in a professional manner

4. Observe confidentiality

5. Be vigilant at all times

Physical and medical requirement

1. Certified by a medical doctor to be physicalgl fit for work as a security officer
2. Must not be colour-blind or hearing impaire
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Overview of training and assessment

Course Title: Recognise Terrorist Threats

Course Aim

To train and provide learners with the basic knowledge, skills and attitudes to
“Recognise Terrorist Threats” and to prepare them to attain the WSQ Certification and
as a core module for all Security Officers.

Course Objective

Learners will be able to achieve competency of Recognise Terrorist Threats in the
following elements at the end of the training as stated in the Learning Outcomes.

Learning Outcomes:

At the end of this course, learners will be able to:
1. Describe Contemporary Terrorist Threats
2. ldentify Person-borne Threats
3. ldentify Vehicle-borne Threats
4. Identify Object-based Threats
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Assessments:
At the end of the module, learners will be assessed on the following:
1. Describe Contemporary Terrorist Threats
2. ldentify Person-borne Threats
3. ldentify Vehicle-borne Threats
4. Identify Object-based Threats

Assessment is to be conducted by an external organisation (POLWEL Co-Operative
Society Limited) once the learners are competent to attempt the assessment.

A Statement of Attainment (SOA) will be awarded to learners when he/she has
successfully completed the course and assessed to be competent.

Course duration
Training: 16 hours (2 days)
Assessment requirements

03 Role plays and 1 x Record details in Pocket Book (written): 75 minutes
09 Oral questions: 45 minutes

Total hours: 2 hours
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Describe contemporary terrorist threats

1.0 Learning Outcomes:
At the end of this section, you will be able to successfully perform the following:

1. State characteristics of terrorist threats to Singapore based on current trend in
terrorism

2. ldentify individuals carrying out casing activities in accordance with
organisational procedures on terrorism .

3. Recognise impact of successful terrorist attack on assignment area based on
updated information on current terrorist threats

Underpinning Knowledge:

The competent individual needs to know and understand:
1. Current trends in terrorism both internationally and locally (Comprehension)
2. Methods of terrorist attack (Comprehension)
3. Stages of terrorist attack (Comprehension)
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1.1: State characteristics of terrorist threats to Singapore based on current
trend in terrorism

What is terrorism?

“Terrorism is the unlawful use of force and violence against persons or property to
intimidate or coerce a government, the civilian population, or any segment thereof, as
a means to create terror or fear, in order to achieve political or religious or social
objectives.”

Images of terrorism

Pictures from Google

1.1.1 Characteristics of terrorist threats based on current trend in terrorism
may include:

e Means of radicalisation
= Peerinfluence
* Radical ideology through social media by sharing video
= Online publication of extremist propaganda and terrorist activities
e Operational concepts of terrorist
= Suicide attacks
= Lone wolf attacks
= Swarm attacks
= Home-grown terrorists
= Foreign fighters
e Selection of targets by terrorists
* Hard targets
» Person-centric
= Soft targets
= Symbolic targets
e Desired outcomes of terrorists
Fear
Disruption
Destruction
Ransom
Recognition of terrorist cause/ideology
» Embarrass authorities
e Relevance of terrorist threats to Singapore
» Singapore as an attractive target

Copyright © 2024 CBM Pte Ltd
Version 1.2 Page 9 of 31



Recognise Terrorist Threats (SE-SO-104C-1)
Learner Guide

*= Threats made against Singapore (e.g foiled plot of rocket attack on
MBS by Batam based terrorist)
= Recent arrests by Internal Security Department (ISD)

1.1.2 Current trends in terrorism both internationally and locally:

Growing links between the various terrorist groups

Jemaah Islamiyah and Abu Sayyaf linked up with Islamic States (IS)
Malaysians and Indonesians are fighting alongside 1S in Middle East
Increase in number and frequency of terrorist attacks

Bombings in Jakarta and Davoa and attacks in Selangor

Rising in the number of self-radicalised individuals

Detection of one or two self-radicalised individuals in Singapore

1.1.3 Methods of terrorist attack by home-grown terrorists or foreign fighters

Suicide bombing is a veQ/ effective method of delivering an explosive device to
a specific location. Suicide bombers may use a vehicle as a bomb or may carry
or conceal explosives on themselves. The most likely targets are symbolic
locations, VIPs or crowded places.

|
© AFP/Getty Images "/T‘ ‘ \!:]

Pictures from Google
e Suicide attack
- aviolent attack in which the attacker expects to die in the process
e Lone wolf attack
- attacker commits the violent attack alone without assistance from any
group
e Swarm attack
- aco-ordinated assault on the target by groups of attackers
e Bioterrorism
- chemical or biological agents are released into the atmosphere
with the intent of contaminating or killing people
e Kidnapping
- individuals or groups can be kidnapped and held hostage in
return for some demand
e Assassination
- on government leaders or diplomats, with the intention of
causing a government or a powerful political movement to
collapse
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1.1.4 Stages of terrorist attack

e Stage 1 — Objectives to achieve:

= Create fear

Disrupt daily activities

= Cause destruction

= Demand ransom

= Recognition of terrorist cause/ideology

» Embarrass authorities
e Stage 2 — Target selection:
Hard targets
airport, government buildings, key installations, embassies
Person-centric
VIPs, politicians
Soft targets
civilian sites where people congregate in large numbers
Symbolic targets

- landmark, places of significance
e Stage 3 — Planning:

= Observe the target

= Prepare manpower and equipment

= Select the date, time and place of attack
e Stage 4 — Execution of attack

= Carry out the attack as planned

PC 1.2 Identify individuals carrying out casing activities in accordance with
organisational procedures on terrorism

1.2.1 Individuals carrying out casing activities may include:

Studying of approach and departure to facility

Studying of access points into facility

Studying of building fagade and structure of facility

Using camera and handphone to survey facility or building

Carrying out repeated or prolonged sighting of individual loitering at
premises

Attempting to elicit sensitive information on facility

Attempting to elicit sensitive information on upcoming event

Testing alertness of security personnel and their response procedures
Making unauthorised entry

Overstaying at premises

PC 1.3: Recoo?nise impact of successful terrorist attack on assignment area
based on updated information on current terrorist threats

1.3.1 Impact of a successful terrorist attack may include:

Destruction to property on affected areas
Death and injuries

Disruption of businesses

Psychological trauma

Damage to reputation of Singapore
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Learning Activity 1

Discussion 1

1.

What are the current trends in terrorism within the region, locally and
internationally

a.

b.

C.

d.

Name some common types of terrorist attacks
a.
b.
C.

List at least five possible actions of casing activities carried out by individuals

cooow

Describe the four main stages of planning a terrorist attacks
Stage 1:

Stage 2:

Stage 3:

Stage 4:

State some examples of the impact that a successful terrorist attack will have
on our soil

a.

b.

C.

Recap all Performance Criteria

1.
2.
3.

State characteristics of terrorist threats to Singapore based on current trend in
terrorism

ldentify individuals carrying out casing activities in accordance with
organisational procedures on terrorism _

Recognise impact of successful terrorist attack on assignment area based on
updated information on current terrorist threats
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Identify person-borne threats
2.0 Learning Outcomes:
At the end of this section, you will be able to successfully perform the following:

1. Recognise person-borne threats based on various tell-tale indicators (TTI) of
malicious intent and obvious signs

2. Take appropriate action to observe suspicious person(s) in accordance with
protocols in dealing with person-borne threats

3. Conduct security questioning on suspicious persons after period of
observation

4. Review and report collected information to relevant person/authorities in
accordance with organisational procedure on terrorism

Underpinning Knowledge:
The competent individual needs to know and understand:

Protocols on dealing with person-borne threats (Comprehension)

Tell-Tale Indicators (TTI) of suspected casing activities (Application)
Tell-Tale Indicators (TTI) of suspected person-borne Improvised Explosive
Devices (IED) (Application)

Observation skills to recognise tell-tale indicators (Application)

B e
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2.1: Recognise person-borne threats based on various TTI of malicious
intent and obvious signs

211 TTllogmalicious intent and obvious signs of person-borne threats may
include:

Casing activities conducted in person

Unauthorised entry

Person carrying luggage containing IED

Person carrying backpack containing IED

Person wearing suicide vest

Armed attack using firearms

Armed attack using dangerous object other than firearm
Sabotage

2.1.2 TTI of suspected person-borne Improvised Explosive Devices (IED):

e Wearing oversized clothes for the purpose of concealment

Having electrical wires sticking out from underneath of clothing

Trying to hide or disguise identity (e.g. wearing a hoodie or helmet or hiding
identity for the purpose of visit)

Loitering for an extended period of time

Placing an object or parcel in a crowded area and leaving immediately
Asking questions about security of place or event

Unable to provide reasonable explanation or uncooperative when asked about
purpose of visit

2.1.3 Observation skills to recognize tell-tale indicators may include:

Stay calm

Observe discreetly from a safe distance

Look out for any suspicious behaviour

Look out for any suspicious activities

Look out for any casing activities

Look out for unauthorised entry

Look out for person carrying luggage, backpack that may contain IED
Look out for person asking security questions
Look out for any displaced items left unattended
Take note the description of the person

Take note of the direction the person left
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PC 2.2: Take appropriate action to observe suspicious person(s) in accordance
with protocols in dealing with person-borne threats

2.2.1 Appropriate action to observe suspicious person(s) in accordance with
protocols in dealing with person-borne threats may include:

e Carrying out observation on suspicious person(s) discreetly without them
knowing that they are being observed

¢ Inform Control Room to focus the CCTV camera on the suspicious person and
record the image

e Levera in? on CCTV cameras, if available, to record images of suspicious
person(s) for reference or post-incident investigation

e Discreetly use handphone to take photos of the suspicious person(s)

e Approach the susgicious person and ask him/her “Is there something that |
can help you with?”

PC 2.3: Conduct security questioning on suspicious persons after period of
observation

2.3.1 Security questioning on suspicious person(s) may include:

Asking information based on TTI exhibited

Asking short. Direct and relevant questions

Asking questions without revealing intention for questioning
Listening attentively

Controlling conversation

Looking out for changes in behaviour and cooperation

Copyright © 2024 CBM Pte Ltd
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PC 2.4 Review and report collected information to relevant person/authorities
in accordance with organisational procedure on terrorism

2.4.1 Collected information may include:

Characteristics of suspicious person(s)
Location of suspicious person(s)
Any vehicle used
Any objects or items carried
Description of activities;

» loitering

» conducting surveillance

» monitoring premises

» asking questions concerning security systems or procedures
e Description of attire where significant;
» bulges
» dangling wires

2.4.2 Report to relevant person/authorities in accordance with organizational
procedure on terrorism may include:

e Report to Control Room of the details of the incident;
» description of suspicious person(s)
» description of activities
» change in behaviour upon questioning
» any other observed abnormalities
Inform Supervisor and Management
Call Police and brief the incident
Write in Occurrence Book
Put up Incident Report
Submit any evidence if available (such as photo)

Learning Activity 2

Role Play 1

Inject 1

During your patrols, you saw a suspicious person loitering around the area
near Exit “B” and discreetly taking pictures of the premises using his/her
handphone from a distance

Copyright © 2024 CBM Pte Ltd
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Demonstrate the appropriate actions to be taken based on your observation
Candidate must be able to perform the following:

Inject 2
Suspicious person replied “l am looking for a friend who is working here. May |
go in to look for him?”
o Cakr]didate to control the conversation and conduct security questioning by
asking:

?’1

Inject 3
The suspicious person became nervous and ran away from the scene.

 Candidate to report to Control Room

Discussion 2

6. Give some examples of tell-tale indicators of suspected person-borne IED
a.
b.
c

Recap all Performance Criteria

1. Recognise person-borne threats based on various TTI of malicious intent and
obvious signs

2. Take appropriate action to observe suspicious person(s) in accordance with
protocols in dealing with person-borne threats

3. Conduct security questioning on suspicious persons after period of
observation

4. Review and report collected information to relevant person/authorities in
accordance with organisational procedure on terrorism

Copyright © 2024 CBM Pte Ltd
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CE 3 - Identify vehicle-borne threats

3.0 Learning Outcomes:

At the end of this section, you will be able to successfully perform the following:

1.

Recognise vehicle-borne threats based on various TTI of malicious intent and
obvious signs

. Take ai)propriate action to observe suspicious vehicles in accordance with

2
3.
4

protocols in dealing with vehicle-borne threats o . _
Conduct security questioning on persons inside suspicious vehicle after period

of observation _ _ -
Review and report collected information to relevant person/authorities in

accordance with organisational procedure on terrorism

Underpinning Knowledge:

The competent individual needs to know and understand:

howhE

Protocols on dealing with vehicle-borne threats (Application?
Tell-tale Indicators (TTI) of suspected casing activities (Application)
TTI of suspected vehicle-borne IED (Application)

Observation skills to recognise TTI (Application)

Copyright © 2024 CBM Pte Ltd
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PC 3.1: Recognise vehicle-borne threats based on various TTIl of malicious intent
and obvious signs

Vehicle-borne IED #VBIED) can be highly destructive. Not only can the bomb
blast be lethal, but flying debris, such as glass, can present a hazard. VBIEDs
can carry a large quantity of explosives to a target and cause a lot of dama?e.
The device can be delivered at a time of terrorist’s choosing, with reasonable
precision . It can be detonated from a safe distance using a timer or remote
control, or can be detonated on the spot by a suicide bomber.

i hwms Tean SOenoe Magarre Crderarvment A Aty e WO Mo TV

*.» UVE‘ '

¢ At least 80 dead in /

_

Nice truck attack
- H
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15 July 2016

The terrorist
vehicle-ramming
In France

Pictures from Google

3.1.1

3.1.2

3.1.3

TTI Icn‘dmalicious intent and obvious signs of vehicle-borne threats may
include:

Casing activities conducted from vehicle
Unauthorised entry

Vehicle ramming

Concealed vehicle-borne IED

TTI Iofdmalicious intent and obvious signs of vehicle-borne threats may
include:

Overly weighted vehicle / vehicle carrying heavy load (e.g. sunken tyres and
suspensions

Foreign objects attached under the vehicle or beside the wheels (e.g. wires
sticking out from undercarriage

Vehicle carrying flammable items (e.g. LPG cylinder) or suspicious items (e.g.
box with wires sticking out)

Signs showing the car has been tampered with(e.g. new licence plate
mounted on an old and dirty car)

Observation skills to recognize tell-tale indicators may include:

Stay calm

Observe discreetly from a safe distance

Look out for any suspicious activities

Look out for any casing activities from vehicle

Look out for unauthorised entry

Look out for any vehicle ramming

Look out signs of vehicle being tampered

Look out for any foreign objects attached to vehicle
Look out for suspicious and flammable items inside the vehicle
Take note of the overly weighted vehicle

Take note of the direction the vehicle left
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PC 3.2: Take appropriate action to observe suspicious vehicles in accordance

with protocols in dealing with vehicle-borne threats

3.2.1 Appropriate action to observe suspicious vehicle may include:

Carrying out observation on persons in suspicious vehicle discreetly without
them knowing that they are being observed

Approaching vehicle for questioning, where possible

Identifying and contacting owner of suspicious vehicle

Recording relevant details of suspicious vehicle driven away

PC 3.3: Conduct security questioning on persons inside suspicious vehicle

after period of observation

3.3.1 Security questioning on persons inside suspicious vehicle may include:

Asking information based on tell-tale indicators exhibited
Asking short, direct and relevant questions

Asking questions without revealing intention for questioning
Listening attentively

Controlling conversation

Looking for changes in behaviour and cooperation
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PC 3.4: Review and report collected information to relevant person/authorities

in accordance with organisational procedure on terrorism

3.4.1

3.4.2

Collected information may include:

Vehicle colour
Vehicle make
Vehicle model
Vehicle registration number
Special markings on vehicle
Number of passengers in vehicle
Direction vehicle is coming from and heading towards
Other details of suspicious vehicle driven away
= Description of driver
= Direction in which vehicle is heading

Report to relevant person/authorities in accordance with organizational
procedure on terrorism may include:

Record the observation details in the Pocket Book
= Vehicle registration number
= Make and model of vehicle
= Colour of vehicle
Report to Control Room of the suspicious vehicle and vehicle details (as
recorded in Pocket Book)
Observe for the following;
= Any other passenger in the vehicle
= Changes in the driver’s behaviour
= Tell-tale indicators of vehicle-borne IED
* Any other observed abnormalities
Inform Supervisor and Management
Call Police and brief the incident
Write in Occurrence Book
Put up Incident Report

Learning Activity 3
Role Play 2

Copyright © 2024 CBM Pte Ltd
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Inject 1 (photo-aid of suspicious vehicle shown —see Annex A)

You are performing static duty at main entrance of a hotel. You observed that
the same suspicious vehicle had driven past the building about 3 times at a
slow speed

Candidate must be able to perform the following:

Inject 2
You noticed that the suspicious vehicle is approaching the building again and
this time round, it is heading towards the main entrance at a slow speed

Candidate must be able to perform the following:

Inject 3
The suspicious vehicle stops at the main entrance. The driver appeared to be
nervous and there is no other passenger in the vehicle.

Candidate able to explain:
[}

Inject 4
Upon questioning, the driver immediately reversed his vehicle and drove off

Candidate to demonstrate:

Copyright © 2024 CBM Pte Ltd
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Discussion 3

7. Give some examples of tell-tale indicators of suspected vehicle-borne IED

apow

Recap all Performance Criteria

1. Recognise vehicle-borne threats based on various TTI of malicious intent and

obvious signs
2. Take appropriate action to observe suspicious vehicles in accordance with
protocols in dealing with vehicle-borne threats
3. Conduct security questioning on persons inside suspicious vehicle after period
4

of observation _ _ -
Review and report collected information to relevant person/authorities in

accordance with organisational procedure on terrorism
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CE 4 - Identify object-based threats

4.0 Learning Outcomes:

At the end of this section, you will be able to successfully perform the following:

1.
2.
3.

Recognise object-based threats based on various TTI of malicious intent and
obvious signs

Take appropriate action for suspicious threat(s) in accordance with protocols
in dealing with object-based threats

Report suspected threat(s) to relevant person/authorities in accordance with
organisational procedure on terrorism

Underpinning Knowledge:

The competent individual needs to know and understand:

1.

2
3
4.
5.

Protocols on dealing with object-based threats (Application)

Tell-tale Indicators (TTI) of suspected objects or mails with IEDs (Application)
TTI of suspected objects or mails with chemical or biological agent
(Application)

TTI of suspected casing by Unmanned Aerial (UAV) (Application)
Observation skills to recognise TTI (Application)
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PC 4.1: Recognise object-based threats based on various TTI of malicious intent
and obvious signs

There have only been a few examples of terrorists using chemical, biological
and radioactive LCBR) materials. The most notable were the 1995 sarin gas
attack on the Tokyo subway and the 2001 anthrax letters in the US. The most
recent assassination of North Korean leader’s half brother Kim Jong Nam in
KL, Malaysia on Feb 2017, using VX nerve agent.

The impact of a CBR attack would depend heavily on the success of the
chosen method and the weather condition at the time of attack. The first
indicators of a CBR attack may be the sudden appearance ofJ)owders, liquids
or strlange smells within the building, with or without an immediate effect on
people.

University of California Police Department, Riverside

Mail Bomb Recognition Checklist

No Return Address : b Y

Restritive Markings { ‘ ! -
a*c y e
s i ’
“ CHIEF EXECUTAVE UFFICER
@ 22 N WARVIE Eﬁ.‘; S
? P LADELPRA, PR 2056

Possibly mailed from a
Foreign Country
Excessive Postage

Misspelled words
Addressed to Title only
Incorrect Title

Badly Typed or Written

Lopsided or Uneven

Qily Stains, Discolorations, or Strange Order

Crystalization on Warapper

; : Rigid or Bul
Source: United States Pestal Service Excessive Tape or String . by

Pictures from Google
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4.11 TTI Iofdmalicious intent and obvious signs of object-based threats may
include:

Chemical or biological agent release

Mail bomb

Luggage containing IED

Backpack containing IED

Casing by Unmanned Aerial Vehicle (UAV)

4.1.2 TTI of malicious intent and obvious signs of suspected objects or mails
with IED may include:

Excessive use of securing materials such as string and adhesive tape
Oily stain or discolouration on the item

Trace of unusual smell (e.g. almond or marzipan)

Emitting clock-like ticking sound from the item

Wires or aluminium foil protruding from the item

4.1.3 TTI of malicious intent and obvious signs of suspected casing by
Unmanned Aerial Vehicle (UAV) may include:

e UAV flying at security-sensitive locations
e UAYV hovering at the same location for a period of time
e No sign of the UAV operator within the vicinity

4.1.4 Observation skills to recognize tell-tale indicators may include:

Stay calm

Observe discreetly from a safe distance

Look out for any suspicious activities

Look out for any casing activities from UAV

Look out for any chemical or biological release

Look out for any luggage or backpack containing IED

Look out for parcels or objects stained with oil or powdery substance
Look out for parcels or objects with strange smell or emitting ticking sound
Look out for UAV hovering the same location for a period of time

PC 4.2: Take appropriate action for suspicious threat(s) in accordance with
protocols in dealing with object-based threats

4.2.1 Appropriate action for suspected IED threats may include:

e Locating owner of unattended object
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e Preventing suspicious object from being touched, handed, disturbed, opened,
punctured or submerged in water

e Cordoning off area

e Turning off mobile device(s), if approaching within 15m of vehicle

4.2.2 Ap||or8priate action for suspected chemical or biological agent threats may
include:

e Locating owner of unattended object, where applicable

e Preventing suspicious object from being touched, handed, disturbed, opened,
punctured or submerged in water

e Cordoning off area

e Turning off all fans and air conditioning in area and seal all windows and doors
to prevent spreading of power, where applicable

e Refraining from touching substances or try to clean up, if detection of
substances or substances spill out onto surface

e Washing hands and any exposed skin with soap and warm water

e Preparing list of names and contacts of all persons who were in area or room

4.2.3 Appropriate action for suspected casing by UAV threats may include:

Locating UAV operator

Approaching operator for questioning, where applicable

Requesting for UAV to be brought down if it is endangering anyone
Conducting security questioning and reviewing information received

PC 4.3: Report suspected threat(s) to relevant person / authorities in accordance
with organizational procedure on terrorism

4.3.1 Report suspected threat(s) to relevant person/ authorities may include:

Inform Control Room

Inform Supervisor and Management

Call Police

Call SCDF (chemical or biological agent threats)

Cordon off the area ( IED and chemical or biological agent threats)

Learning Activity 4

Role Play 3

Inject 1
You were alerted by a delivery staff that there is a parcel with traces of white
powder and you followed the staff to the delivery room

Candidate must be able to perform the following:

Inject 2
What are your follow-up actions after leaving the delivery room?

Candidate able to demonstrate and explain actions:
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Discussion 4

8. Give some examples of tell-tale indicators of suspected mails with IED
a.
b.
C.
d.

9. Give some examples of tell-tale indicators of suspected casing by UAV

a.
b.

Cc
Recap

all Performance Criteria

Recognise object-based threats based on various TTI of malicious intent and
obvious signs

Take appropriate action for suspicious threat(s) in accordance with protocols
in dealing with object-based threats

Report suspected threat(s) to relevant person/authorities in accordance with
organisational procedure on terrorism
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Annex A

Image of Suspicious Vehicle conducting Casing Activities

_ ] Annex B
Images of Unmanned Aerial Vehicle (UAV)
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